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THE EVOLVING THREAT LANDSCAPE

The Philippines faces a cyber threat environment of unprecedented
complexity and severity. State-sponsored actors conduct persistent
espionage campaigns against government networks. Criminal
organizations deploy ransomware against critical infrastructure.
Hacktivist groups target electoral systems." The 2016 COMELEC
data breach exposed 55 million voter records. The 2023 PhilHealth
ransomware attack compromised sensitive health data of millions
of Filipinos.? These are not isolated incidents —they are

symptoms of a systemic vulnerability.

Yet despite this reality, the Philippines lacks two foundational
elements that peer nations have already established.

THE POLICY GAP

The National Security Policy (NSP) 2023-2028 recognizes that:
“The Philippines shall ensure the inviolability of its national territory,
including land, seas, air, space, and cyberspace.”

The NSP further commits the Philippines to: “Building up the
country’s military capability on cyber defense... in response to the
rapidly shifting and continuously evolving international landscape and

to ensure cyber sovereignty.”*

However, these policy commitments remain unfulfilled without the
legal and institutional frameworks to operationalize them. Sovereignty
without the capacity to defend it is merely aspirational.

PURPOSE OF THIS POLICY PAPER

This paper provides the Marcos Jr. administration with:
1. A compelling case for adopting a National Position on
International Law in Cyberspace
2. A detailed framework for formalizing Philippine cyber attribution
methodology
3. Actionable recommendations for implementation

WHY THE PHILIPPINES NEEDS A NATIONAL POSITION
ON INTERNATIONAL LAW IN CYBERSPACE

THE INTERNATIONAL CONTEXT

The question of how international law applies to cyberspace has
been the subject of sustained multilateral deliberation. The UN Group

TABLE 1. POLICY GAPS AND CONSEQUENCES IN PHILIPPINE CYBERSECURITY FRAMEWORK

GAP

No formal National Position on international law in cyberspace

No codified attribution framework

CONSEQUENCE

Inability to articulate legal basis for responses; weakened
diplomatic posture

Ad hoc, inconsistent attribution processes; limited deterrence
capability

SOURCE: AUTHOR'S DATA MANAGEMENT
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of Governmental Experts (GGE) affirmed in 2013, 2015,
and 2021 that:

“International law, and in particular the Charter of the
United Nations, is applicable and is essential to maintaining
peace and stability and promoting an open, secure, stable,
accessible and peaceful ICT environment.”

The ongoing UN Open-Ended Working Group (OEWG) 2021-

2025 continues to develop norms of responsible State behavior in
cyberspace.® The Philippines participates in these processes but has
not articulated a comprehensive national position.

Among ASEAN Member States, only Singapore has published a
comprehensive national position. The Philippines, as a founding
member of ASEAN and an active participant in UN cyber
discussions, should not lag behind.

STRATEGIC BENEFITS OF A NATIONAL POSITION

The adoption of a National Position on the Application of
International Law in Cyberspace delivers immediate and tangible
strategic benefits for the Philippines. First and foremost, it provides
legal clarity—establishing the doctrinal foundation for determining
when cyber operations against Philippine interests constitute
violations of international law, whether as breaches of sovereignty,
prohibited intervention, or unlawful uses of force. This legal clarity, in
turn, unlocks a spectrum of response options previously unavailable
or legally ambiguous: from retorsion and diplomatic protests to
countermeasures and, in the most severe cases, the exercise of
the inherent right of self-defense under Article 51 of the UN Charter.
Without a clearly articulated position, the Philippines remains
constrained—unable to invoke international law with precision or
credibility when responding to malicious cyber operations targeting
our critical infrastructure, government systems, or citizens.

www.adrinstitute.org



OCCASIONAL PAPER

Beyond the immediate legal and operational benefits, a National
Position elevates the Philippines’ diplomatic leverage in multilateral
forums, particularly the UN Open-Ended Working Group (OEWG)
and ASEAN cybersecurity dialogues, where the absence of a formal
position has rendered our voice muted and our influence diminished.
Equally critical is the deterrence signal such a position transmits:

it communicates unambiguously to potential adversaries that the
Philippines will identify, attribute, and hold States accountable for
malicious cyber conduct—a posture that raises the cost-benefit
calculus for those contemplating operations against us. Furthermore,
a codified position facilitates alliance coordination with key
partners—the United States, Australia, Japan, and other like-minded
nations—enabling interoperability in threat intelligence sharing,
coordinated attribution, and joint responses. Finally, and perhaps
most consequentially for the long term, the Philippines’ articulation
of its position contributes to norm development from a Global

South perspective, ensuring that the rules governing State behavior
in cyberspace are not shaped exclusively by major powers but r
eflect the interests, values, and strategic realities

of developing nations like ours.

CORE ELEMENTS OF A PHILIPPINE NATIONAL POSITION

A Philippine National Position on the Application of International Law
in Cyberspace must be anchored on the foundational premise of (1)
general applicability —the unequivocal affirmation that international
law, including the United Nations Charter, governs State conduct

in cyberspace just as it does in the land, sea, air, and outer space
domains. This is not a novel or contested proposition; it has been
repeatedly affirmed by the UN Group of Governmental Experts and
the Open-Ended Working Group, and the Philippines must add its
voice 1o this consensus. Building upon this foundation, the National
Position must articulate the Philippines’ view on (2) sovereignty as

a binding rule of international law—not merely a principle or policy
preference —such that cyber operations causing effects on Philippine
territory, systems, or persons may constitute violations of sovereignty
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warranting appropriate response. Equally essential is the principle

of (8) non-intervention: cyber operations that coercively interfere in
matters within the Philippines’ domaine reserve’® —including our
electoral processes, governmental functions, and internal political

affairs—constitute prohibited intervention under international

law, regardless of whether such interference is achieved

through kinetic or digital means.

The National Position must further address the critical thresholds
governing the (4) use of force and the (5) right of self-defense. The
Philippines should adopt the widely accepted “scale and effects”
test: cyber operations may constitute a use of force prohibited
under Article 2(4) of the UN Charter if their scale and effects are
comparable to those of conventional kinetic operations. Where a
cyber operation rises to the level of an (6) armed attack—causing
destruction, death, or significant physical damage equivalent to

a kinetic armed attack—the Philippines reserves its inherent right
of self-defense under Article 51, whether exercised individually or
collectively with our treaty allies. This position aligns with the views
of like-minded States and provides the legal basis for proportionate
responses to the most severe cyber threats against our nation.
Complementing these principles is (7) State responsibility: under
the International Law Commission’s Articles on State Responsibility,
States bear international responsibility for cyber operations
attributable to them, whether conducted by State organs,

entities exercising governmental authority, or non-State

actors acting under State direction or control.

Finally, the National Position must address three additional principles
critical to responsible State behavior in cyberspace. The (8) due
diligence obligation requires that States not knowingly allow their
territory or cyber infrastructure to be used for cyber operations

that cause serious adverse consequences to other States—a
principle of particular importance given the transboundary nature

of cyber threats and the use of compromised infrastructure across
multiple jurisdictions. In the context of armed conflict, International
Humanitarian Law (IHL) applies to cyber operations as it does to

kinetic operations; the principles of distinction, proportionality, and
precaution must govern cyber conduct during hostilities, protecting
civilian populations and infrastructure from the effects of cyber
warfare. And transcending both peacetime and armed conflict, (9)
international human rights law applies online as it does offline—the
rights to privacy, freedom of expression, and access to information
do not diminish simply because they are exercised through digital
means. Together, these nine principles constitute the doctrinal core
of a Philippine National Position—a framework that asserts our
sovereign rights, defines the boundaries of lawful State conduct, and
positions the Philippines as a responsible and credible voice in the
ongoing development of international cyber norms.

THE PHILIPPINE CYBER ATTRIBUTION FRAMEWORK:
A COMPREHENSIVE PROPOSAL

WHAT IS CYBER ATTRIBUTION?

Attribution is the process of identifying the perpetrator(s) of a cyber
operation and, where applicable, establishing State responsibility. As
Rid and Buchanan observe:

“Attribution is not binary—it is a spectrum of confidence levels
based on technical, intelligence, and contextual analysis.™

The Digital Society Foundation (DSF) study on Official Public Political
Attribution (OPPA) defines it as:

“A government entity’s public disclosure of information tying
malicious cyber operations to another state through official
channels.”"°

Attribution enables States to:

e Pursue appropriate legal, diplomatic, and operational responses

www.adrinstitute.org
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e Support international cooperation and information sharing
« Contribute to deterrence by demonstrating attribution capabilty TABLE 2 . CURRENT ROLES AND LIMITATIONS OF PHILIPPINE CYBERSECURITY AGENCIES
e Fulfill due ghhgence ollol|gat|olnts under !nternanonal law AGENCY CURRENT ROLE LIMITATIONS
e |nform national security decision-making
DICT-CICC (Department of Information and Cybercrime Limited to criminal investigation; no State
Communications Technology-Cybercrime investigation; incident attribution mandate
CURRENT PHILIPPINE ATTRIBUTION LANDSCAPE Investigation & Coordination Center) response
o , o PNP-ACG (Philippine National Police-Anti-Cybercrime  Cybercrime investigation Law enforcement focus; limited international law
The Philippines currently lacks a formalized attribution framework. Group) expertise
Attnbghon got|V|t|es are co_nducted on an ad hoc basis by mult|ple NBI-CCD (National Bureau of Investigation-Cyber Cybercrime investigation Domestic criminal focus
agencies without standardized methodology or clear decision- Crime Division)
ki thorit I Table 2.
making authority, as can be gleaned on Table AFP Cyber Command Military cyber operations Defense-focused; limited civilian coordination
The result: Fragmented capabilities, inconsistent methodologies, NICA (National Intelligence Coordinating Agency) Intelligence collection Expanded mandate under EO 54, s. 2024, but
and no clear authority for public attribution decisions. and analysis no formal attribution framework
DFA (Department of Foreign Affairs) Diplomatic engagement Legal expertise but limited technical capability
LEGAL AND POLICY FOUNDATIONS SOURCE: AUTHOR'S DATA MANAGEMENT
The proposed framework builds upon existing legal and policy
instruments, as shown in Table 3. TABLE 3 . LEGAL AND POLICY INSTRUMENTS GOVERNING PHILIPPINE CYBERSECURITY EFFORTS
INTERNATIONAL LAW BASIS FOR ATTRIBUTION INSTRUMENT ATTRIBUTION-RELEVANT PROVISIONS
Under the ILC Articles on State Responsibility, attribution of cyber RA (Republic Act) 10175 (Cybercrime Prevention Act) Sec. 10 — Law enforcement authorities; Sec. 21 — Extraterritorial application;
operations to a State requires demonstrating that the conduct is: Sec. 22 - International cooperation
RA 10844 (DICT Act) Mandates DICT to coordinate cybersecurity efforts and establish protocols
1. Attributable to the State under international law; and RA 10173 (Data Privacy Act) Protection of personal data; relevant to evidence handling
2. Constitutes a breach of an international obligation of that State EO 189, s. 2015 Created NCIAC as policy coordination body
EO 95, s. 2019 Reorganized NCIAC; DICT Secretary as Co-Chair with Executive Secretary
Attribution may be established when cyber operations are and the National Security Adviser; authorized Technical Working Groups
conducted by: (see Table 4) EOQ 54, s. 2024 Expanded NICA mandate to include cyber intelligence; established Cyber
Intelligence Directorate
EO 58, s. 2024 Adopted NCSP 2023-2028
NSP 2023-2028 Recognizes cyberspace as domain of national sovereignty; mandates cyber
defense capability
SOURCE: AUTHOR'S DATA MANAGEMENT
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TABLE 4 . CATEGORIES OF STATE RESPONSIBILITY FOR CYBER OPERATIONS UNDER INTERNATIONAL LAW

CATEGORY ILC ARTICLE DESCRIPTION
State organs Article 4 Conduct of any State organ, regardless of function or position
Delegated authority Article 5 Persons or entities empowered to exercise governmental authority
Directed or controlled Article 8 Persons acting on instructions, direction, or control of a State
Acknowledged and adopted Article 11 Conduct subsequently acknowledged and adopted by a State

SOURCE: AUTHOR'S DATA MANAGEMENT

TABLE 5 . PHILIPPINE ATTRIBUTION METHODOLOGY

PHASE 1 PHASE 2 PHASE 3 PHASE 4
Technical Forensics All-Source Analysis Legal Assessment Policy Decision
DICT-CICC National Intelligence Board (NIB)/National Department of Justice NCIAC'/Office of the
AFP/PNP/NBI Intelligence Committee (NIC)/National (DOJ)/DFA Executive Secretary/NSC

Security Council (NSC)/NICA
SOURCE: AUTHOR'S DATA MANAGEMENT

TABLE 6. KEY ELEMENTS AND INDICATORS FOR TECHNICAL FORENSIC ANALYSIS IN CYBER ATTRIBUTION

ELEMENT DESCRIPTION INDICATORS

Malware Analysis Reverse engineering of malicious code Code signatures, compiler artifacts, language settings,
timestamps

Infrastructure Mapping Identification of command-and-control IP addresses, domain registrations, hosting providers, VPN/

(C2) infrastructure proxy usage

TTPs Analysis Analysis of adversary behavior patterns MITRE ATT&CK framework mapping, operational patterns

Digital Artifacts Collection and preservation of evidence Log files, network traffic captures, memory dumps, file
metadata

Vulnerability Exploitation Analysis of exploited vulnerabilities Zero-day vs. known vulnerabilities, exploitation methods

SOURCE: AUTHOR'S DATA MANAGEMENT
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PROPOSED PHILIPPINE ATTRIBUTION METHODOLOGY

The Philippine Attribution Methodology follows a multi-phase, multi-
source approach that integrates technical forensics, intelligence
analysis, and legal assessment: (see Table 5)

Phase 1: Technical Forensic Analysis
Lead Agencies: DICT-CICC, AFP Cyber Command, PNP Anti-
Cybercrime Group, NBI Cybercrime Division (see Table 6)

Phase 2: All-Source Intelligence Analysis
Lead Agency: NICA (Cyber Intelligence Division), in coordination with
NIB and NIC members (see Table 7)

Analytical Framework:

The Analysis of Competing Hypotheses (ACH)'™ '* methodology shall
be employed to:

1. Identify potential actors (State actors, State-sponsored groups,
criminal organizations, hacktivists, insiders)

2. List evidence and arguments for and against each hypothesis
3. Assess consistency of evidence with each hypothesis

4. Refine hypotheses based on new evidence

5. Assess sensitivity of conclusions to key evidence

6. Report conclusions with confidence levels and caveats

Phase 3: Legal Assessment
Lead Agencies: DOJ, DFA (Office of Legal Affairs) (see Table 8)

Evidentiary Standards Matrix: (see Table 9)
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Phase 4: Policy Decision

TABLE 7 . SOURCE TYPES AND CONTRIBUTING AGENCIES FOR ALL-SOURCE INTELLIGENCE ANALYSIS
Lead Bodies: NCIAC, OES, NSC, DICT (see Table 10)

SOURCE TYPE DESCRIPTION CONTRIBUTING AGENCIES
Thel Tec?hmcal Attribution Working Group (TAWG) shall prepare an SIGINT Signals intelligence AFP. NICA
Attribution Assessment Report for consideration by the NCIAC, HUMINT Human intelligence NICA NBI. PNP
which shall include: OSINT Open-source intelligence All agencies
GEOINT Geospatial intelligence AFP, NAMRIA (National Mapping & Resource Information Authority), PhilSA
1. Executive Summary — Key findings and confidence levels CNINT . el (APJEI%DERG SII\D/IGCG AQLenCS(/J)l 0 G 1), BSP (Bangko S | Bl
2 Technical Analvsis — S £ f ic findi inancial intelligence nti-Money Laundering Council), angko Sentral ng Pilipinas
echnical Analysis = summary otforensic indings | Allied Intelligence Intelligence from partner NICA, DFA, DND (Department of National Defense)
3. Intelligence Assessment — All-source analysis and competing nations

hypotheses SOURCE: AUTHOR'S DATA MANAGEMENT

4. Legal Assessment — International and domestic law implications

5. Response Options — Recommended courses of action

6. Dissemination Recommendations — Classification level and TABLE 8 . LEGAL ASSESSMENT ELEMENTS AND THEIR DESCRIPTIONS
information-sharing guidance
ASSESSMENT ELEMENT DESCRIPTION

Decision Matrix: (see Table 10)

International Law Classification Determine if the cyber operation constitutes a violation of sovereignty, prohibited intervention, use
of force, or armed attack
DECISION MATRIX FOR CYBER ATTRIBUTION AND RESPONSE State Responsibility Analysis Assess whether the conduct is attributable to a State under ILC Articles
Domestic Law Violations Identify violations of Philippine law (RA 10175, RA 10173, etc.)
The decision to attribut b i d determine th Evidentiary Standards Evaluate whether evidence meets applicable legal standards
€ decision to attribute a cyber operation and aeterming the Response Options Legal assessment of available response options
appropriate response must be guided by a structured framework that SOURCE: AUTHOR'S DATA MANAGEMENT
balances confidence level in the attribution assessment against the '
severity of the incident—ensuring that responses are proportionate,
i ; 14
legally defensible, and strategically sound. TABLE 9 . EVIDENTIARY STANDARDS MATRIX FOR CYBER ATTRIBUTION AND RESPONSE
When attribution confidence is high and the incident is of critical PURPOSE STANDARD DESCRIPTION
severity —threatening national security, governmental functions,
or the safety of the Filipino people —the full spectrum of response Criminal prosecution  Beyond reasonable doubt Highest standard; required for domestic or international criminal proceedings
options is warranted: public attribution naming the responsible State Diplomatic protest Reasonable basis Sufficient credible evidence to support a formal diplomatic communication
or actor, formal diplomatic response through appropriate channels, Countermeasures Clear and convincing Evidence must clearly establish the prior wrongful act and the responsible State
and where |ega||y justiﬂed, the consideration of countermeasures Self'defense Reasonable belief EVidean Suffi(?ien'[ .'[O S;Jppor‘t a reasonable bellef that an armed a’[taCK haS
: ; ; : occurred or is imminen
Br,\f hc()ahea)riteerro.if/v%fesrgllgsiijl?isrz(;:;)i;dsak?i(;i V\gtjl ?r:gcsliv?ri ;fitshe Public attribution Preponderance of evidence  Evidence shows it is more likely than not that the attributed actor is responsible
significant—such as attacks on critical infrastructure that do not SOURCE: AUTHOR'S DATA MANAGEMENT

® 2026 STRATBASE INSTITUTE for Strategic and International Studies. All rights reserved.
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CONFIDENCE LEVEL

High
High
Moderate
Moderate
Low

TABLE 10 .. DECISION MATRIX FOR CYBER ATTRIBUTION AND RECOMMENDED ACTIONS
SEVERITY OF INCIDENT RECOMMENDED ACTION

Public attribution; diplomatic response; potential countermeasures/self-defense
Diplomatic engagement; potential public attribution; law enforcement action

Critical (national security)
Significant (critical infrastructure)

Critical Confidential diplomatic engagement; continued investigation
Significant Information sharing with allies; continued investigation
Any Continued investigation; no public attribution

SOURGE: AUTHOR'S DATA MANAGEMENT

TABLE 10 . DECISION MATRIX FOR CYBER ATTRIBUTION AND RECOMMENDED ACTIONS
ATTRIBUTION GOVERNANCE STRUCTURE

PRESIDENT
(Final Authority for Highest-Level Official Political Public Attribution/OPPA)

NSC
(Strategic Oversight)
NCIAC
(Policy Coordination)

TAWG DOJ/DFA NICA
(Technical (Legal (Intelligence
Attribution Assessment) Coordination)

Working Grp)
A 4
! !
DICT- AFP PNP- NBI- Private
CICC Cyber Cmd. ACG CCD Sector

SOURCE: AUTHOR'S DATA MANAGEMENT
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rise to the level of national security emergencies—the appropriate
response includes diplomatic engagement with the responsible
State, potential public attribution where national interest is served,
and coordination with law enforcement authorities for investigation
and potential prosecution.'®

When attribution confidence is moderate and the incident is critical,
prudence counsels a more measured approach: confidential
diplomatic engagement through bilateral or multilateral channels,
coupled with continued investigation to strengthen the evidentiary
foundation before any public attribution is considered.'” For incidents
of moderate confidence and significant severity, the recommended
course of action is information sharing with trusted allies and
partners—leveraging collective intelligence capabilities to validate
findings—while sustaining investigative efforts to resolve remaining
uncertainties. Finally, where attribution confidence remains low,
regardless of the severity of the incident, no public attribution should
be made; the appropriate action is continued investigation, evidence
collection, and coordination with intelligence partners until sufficient
confidence is achieved to support a defensible attribution judgment.™

This matrix ensures that the Philippines responds to cyber threats
in a manner that is calibrated, credible, and consistent with our
obligations under international law —avoiding premature attribution
that could damage diplomatic relations or undermine our credibility,
while ensuring that high-confidence, high-severity incidents receive
the decisive response they demand.

INSTITUTIONAL FRAMEWORK FOR ATTRIBUTION

GOVERNANCE STRUCTURE

Technical Attribution Working Group (TAWG)
Establishment: Under the authority of NCIAC pursuant
to EO 95, 5. 2019
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Functions:

1. Conduct technical forensic analysis of significant cyber
incidents

2. Coordinate all-source intelligence analysis with NICA

3. Prepare Attribution Assessment Reports for NCIAC

4. Maintain situational awareness of cyber threat landscape

5. Develop and maintain attribution methodology standards®
6. Coordinate with international partners on attribution matters

PUBLIC ATTRIBUTION POLICY

The decision to publicly attribute a cyber operation to a State

or State-sponsored actor is among the most consequential
determinations a government can make—carrying profound
implications for diplomatic relations, international credibility, and the
broader normative development of responsible State behavior in
cyberspace.?! Accordingly, the Philippines must establish clear and
rigorous criteria governing when public attribution is appropriate.
Public attribution should proceed only when confidence is high,
grounded in comprehensive technical forensic analysis corroborated
by all-source intelligence; when the national interest is served

by disclosure —whether to achieve deterrence, demonstrate
international solidarity with affected partners, or inform the Filipino
public of threats to their security; when diplomatic considerations
have been thoroughly assessed, including the potential impact on
bilateral relations and the availability of international support for the
attribution; when operational security is maintained, ensuring that
sources, methods, and intelligence partnerships are protected
from compromise; and when legal review confirms that the attribution
meets applicable evidentiary standards sufficient to withstand
scrutiny in international forums and, where relevant,

domestic legal proceedings.??

@® 2026 STRATBASE INSTITUTE for Strategic and International Studlies. All rights reserved.

CONCLUSION

The Philippines stands at a crossroads. The cyber domain is

now inextricably linked to our national security, our economic
prosperity, and the daily lives of 115 million Filipinos. Our critical
infrastructure —power grids, telecommunications networks, financial
systems, transportation, and government services—depends

upon the security and resilience of cyberspace. Yet our legal and
institutional frameworks have not kept pace with the threat. We lack
a formally articulated position on the application of international law
in cyberspace. We lack a comprehensive framework for attributing
malicious cyber operations to the States and actors responsible.
And we lack the doctrinal clarity necessary to respond—lawfully,
effectively, and credibly—when our sovereignty is

violated through digital means.

The Marcos Jr. administration has an opportunity—and an
obligation—to act. Adopting a National Position on the Application
of International Law in Cyberspace will articulate the Philippines’
sovereign rights in the cyber domain, provide the legal foundation for
proportionate responses to malicious cyber operations, strengthen
our voice in the United Nations Open-Ended Working Group and
ASEAN regional forums, and demonstrate to the international
community that the Philippines is a responsible State

committed to a rules-based order in cyberspace.

Formalizing a Philippine Cyber Attribution Framework will enable
the identification and accountability of cyber threat actors—whether
State-sponsored, criminal, or hacktivist—enhance deterrence by
signaling that malicious conduct will not go unanswered, support
international cooperation with our allies and partners in collective
defense and threat intelligence sharing, and ultimately protect
Philippine critical infrastructure and the Filipino people from

the escalating dangers of the cyber domain.

The cost of inaction is clear: continued vulnerability to malicious
cyber operations, eroded sovereignty as foreign actors operate with
impunity against Philippine systems and interests, and diminished
credibility in the international community as a nation unable or
unwilling to defend itself in the domain that now defines modern
statecraft. The path forward is equally clear: decisive action to
establish the legal, institutional, and technical foundations for
Philippine cyber sovereignty. The time to act is now.
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